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Vulnerability Research
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Tutorial questions *  Howareyou guys enjoying the ban

counter?
e hehexd



Overview

e Whatisvulnresearch
e Howto find things

o  General methodology
e Howdolreport




Note on ethics

Everything here is uncharted territory

If you actually find things, they are undisclosed.

In big open source programs, disclosure is usually okay

But if its some closed source thing that you got a leak for.. Maybe not.



What is vuln
research

e Finding vulnsin publicly running
software




How to start (promode)

1. Pick any open source software
2. Download codebase
3. Audit by hand.



How to start (with a bit of help)

1. Find existing/previous CVEs in open source software
a. ldentify the code patterns
b. E.g. call_user_func_array($some_user_controlled_parameter);

Find code patterns left in present versions of the software
Find an appropriate sink

Find an appropriate input

Publish and get your name on some CVE

ok owbd



How to report

e Email the CVE mailing list
e Youget a CWE - use this while working with the vendor to patch
e CVEdonezo



Practical Examples

e Drupalgeddon 1
e https://www.sektioneins.de/en/advisories/advisory-012014-drupal-pre-auth-sql-injection-vulner

ability.html

e https://www.sektioneins.de//en/blog/14-11-03-drupal-sql-injection-vulnerability-PoC.html


https://www.sektioneins.de/en/advisories/advisory-012014-drupal-pre-auth-sql-injection-vulnerability.html
https://www.sektioneins.de/en/advisories/advisory-012014-drupal-pre-auth-sql-injection-vulnerability.html
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;\./'
function _drupal_session_read($sid) {
global ser, ] =0

/ Write 0 dlers are called after destructing objects
// since 0 ‘
// Thus de Ise sessions bu ion handler can't use objects.
// So we are moving session )sure before destructing objects
drupal_register_ shutdown _function('session_write_close');
1/ time visitors and clients that don't store
7
$insecure ' = substr(se551on name(), 1);
if (!isset( COOKIE[59551on name()]) & !isset($ _COOKIE[$insecure_session_name])) {
= drupal_anonymous_user();
return '';
}

$user = db_query("SELECT u.*, s.* FROM {users} u INNER JOIN {sessions} s ON u.uid = s.uid WHERE s
if (!$user) {

if (isset($_COOKIE[$insecure_session_namel)) {
ser = db_query("SELECT u.*, s.* FROM {users} u INNER JOIN {sessions} s ON u.uid = s.uid WHEI
':s5id' = $_COOKIE[: cu Sess10 c 1)

—fetchObject();
}
}



Next example: Drupalgeddon2
e Theyreleased a notice saying developers please critically patch

Drupal 7 and 8 core critical release on April 25th, 2018 PSA-2018-003

Posted by Drupal Security Team on 23 Apr 2018 at 16:27 UTC

There will be a security release of Drupal 7.x, 8.4.x, and 8.5.x on April 25th, 2018 between
16:00 - 18:00 UTC. This PSA is to notify that the Drupal core release is outside of the regular
schedule of security releases. For all security updates, the Drupal Security Team urges you to
reserve time for core updates at that time because there is some risk that exploits might be
developed within hours or days. Security release announcements will appear on the Drupal.org
security advisory page.

This security release is a follow-up to the one released as SA-CORE-2018-002 on March 28.

o Sites on 7.x or 8.5.x can immediately update when the advisory is released using the normal



So we waited for the vulnerability release.




+ 1f (!$sanitized) {

+ // Ensure the whitelist array exists.

+ if (!isset($conf['sanitize_input whitelist']) || !is_array($conf['sanitize input_whitelist'])) {

+ $conf[ 'sanitize_ input_whitelist'] = array();

+ )

iy

+ $sanitized_keys = _drupal_bootstrap_sanitize_input($_GET, $conf['sanitize_input_whitelist']);

+ $sanitized_keys = array_merge($sanitized_keys, _drupal_bootstrap_sanitize_input($_POST, $conf[ 'sanitize_ input_whitelist']));
+ $sanitized_keys = array_merge($sanitized_keys, _drupal_bootstrap_sanitize_input($_REQUEST, $conf['sanitize input whitelist']));
+ $sanitized_keys = array_merge($sanitized_keys, _drupal_bootstrap_sanitize_input($_COOKIE, $conf['sanitize input_whitelist']));
+ $sanitized_keys = array_unique($sanitized_keys);

&

+ if (count($sanitized_keys) && !empty($conf['sanitize input_logging'])) {

+ trigger_error(check plain(sprintf('Potentially unsafe keys removed from request parameters: %s', implode(', ', $sanitized_keys)), E_USER _WARNING));
+ )

o

+ $sanitized = TRUE

+ 0}

+}

G

+/ %%

+ * Sanitizes unsafe keys from user input.

+ *

+ * @param mixed $input

+ * Input to sanitize.

+ * @param array $whitelist

+ * Whitelist of values.

+ * @return array

+ %/

+function _drupal_bootstrap_ sanitize_input(&$input, $whitelist = array()) {

+ $sanitized keys = array();

g

+ if (is_array($input)) {

+ foreach ($input as $key => $value) {

+ if ($key !== '' && $key[0] === '#' && l!in_array($key, $whitelist, TRUE)) {

+ unset ($input[$key]);

+ $sanitized_keys[] = $key;

+ }

+ elseif (is_array($input[$key]l)) {

+ $sanitized_keys = array_merge($sanitized_keys, _drupal_bootstrap_sanitize_input($input[$key], $whitelist));
+ }

+ }

+ 1}

+

Get the Patch



Find the vuln?



Uncovering Drupalgeddon 2

April 12,2018

By Eyal Shalev, Rotem Reiss and Eran Vaknin
Abstract
Two weeks ago, a highly critical (25/25 NIST rank] vulnerability, nicknamed Drupalgeddon 2 (SA-CORE-

2018-002 / CVE-2018-7600), was disclosed by the Drupal security team. This vulnerability allowed an
unauthenticated attacker to perform remote code execution on default or common Drupal installations.

Took 2 weeks to find the vuln



khast3x %
@kh4st3x

Everyone is hunting for a PoC
right now hahaha

Finding the vuln Hint: play with #', check drupal API

10:20 AM - 29 Mar 2018

3 Likes ﬂ

O 1 0 Q s &

e The patch removes things from
arrays Sy Tweet your reply

e Sogothrough places where arrays

are dangerously used khast3x % @kh4st3x - Mar 30 v
o (or just browse twitter) Q To those sending private messages, same answer for everyone. The patch is
. . . open source, in clear text, with comments. It shows how to fix
[ .
PeOpIe like this tauntmg read it in reverse and it'll show you how to break it

O 3 5. &




Bhashit o
@bhashitpandya

Drupal cve-2018-7600 PoC by

Little shits like this

e Post github repos.

e That are empty so they can get a few

retweets Remote Code Execution with Drupal core (SA-CORE-2018-002)

This post attempts to delve into the Highly Critical vulnerability that was announced
by Drupal on 28th March 7:14 PM UTC tagged as...

5:34 AM - 30 Mar 2018




But do this

Make memes.

( - Chris Frohoff
@frohoff

| get back from a long weekend away and
there's *still* no Drupal PoC exploit?! What
gives?

I WANT/ADRUPALIEXPLOITA
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. b | Aa -'—‘
ANDT'WANT ITNOW &

2megenera

1:42 AM - 3 Apr 2018

7 Retweets 44 Likes A ‘ S W@ees

~N & AT - ~ (]



Its funny, when you're not the
person we're laughing at.



The bug

Key Value
form_id user_register_form
mail[#foo] bar
mail[#baz] foo

()]

TIGIHIIC - invan

150 .
i3 #value = {array} [2]

foo = "bar"
#baz = "bar"

[~}



public static function uploadAjaxCallback(s
/4% @var \Drupal\Cores\Render\RendererlIn
$renderer = \Drupal::service( id: 'renderer

T o~

I$form_parents = explode( delimiter: '/°', $request->query->get ( key: 'element_parents')): I

o - - = B - - - - -
Retrieve the element to b

| sform = Nestedirray: getValue(Sform, eforq_Parentsb;l

endered.

(]
]

f a nev file wvas added.

[

'/ Add the special AJAX class

scurrent_file count = $form state->get('file upload delta initial');

if (isset(Sform['#file upload delta']) && Scurrent_file count < Sform['#file upload delt
$form[Scurrent_file count]['#attributes']['class'][] = 'ajax-new-content';

}
'/ Otherwise just add the newv content class on a placeholder.
else |
$form['#suffix'] .= '<span class="ajax-new-content"></span>';
}

$status_messages = ['#type' => 'status messages'];
$form['#prefix'] .= S$renderer->renderRoot($status_messages);
|[soutput = $renderer->renderRoot ($form); |




Here we go

if (isset(selements[’#lazy builder']))] {
scallable = jelements('#lazy builder'][0]; JScallable:
$args = Selements|['#lazy builder'][l]; $elements: y builc [2]
if (is_string($callable) && strpos($callable, needle: '::') === FALSE) {

$callable = $this->controllerResolver->getControllerFromDefinition($callable); controllerResolver:




Finally.

if (isset( [ '#post_render'])) {
foreach ( [ '#post_render'] as &
if (is_string( ) 66 strpos( , '::') = FALSE) {
= —controllerResolver—getControllerFromDefinition(
}

['#childr@n'] = call _user_ func( ['#children'],




Ok what the actual fuck

How doi find this shit.
How do i figure out where the sink is
Where does this input come from



Fuckin grep lol



Literally grep

~ Documents/bounties/drupal/drupal -8.5.0
> 'call_user_func.*\$elements'
ore/l1b/Drupal/Core/Form/FormVal1dator php

283: call_user_func_array($form_state—prepareCallback($callback), [&$element SPEEASTIINETE-RX-J0E 5 Tetolis] N3 d-J0 £0)

rm]);

core/lib/Drupal/Core/Render/Renderer.php

216: A R R E Y-SR Ca L 1 _user func($elements[ '#access_callback'], $elementshR

378: AYAREHICIEl call _user func($callable, $elementshR

505: YR R e A N R Ca 11 user func($callable, $elements['#ichildren'], $elementshF




cont..

e https://research.checkpoint.com/uncovering-drupalgeddon-2/
e https://gist.github.com/AlbinoDrought/626c07ee96bae21cb174003c9c710384



https://research.checkpoint.com/uncovering-drupalgeddon-2/

Next Example: Github

http://blog.orange.tw/2017/01/bug-bounty-github-enterprise-sgl-injection.html



http://blog.orange.tw/2017/01/bug-bounty-github-enterprise-sql-injection.html

S1: download github

G it H ] b E nter p r | se Features Case Studies Pricing Resources Contact Sign in Try it for free

O

How businesses build software

Join the millions of developers and thousands of businesses who use

GitHub to collaborate on code and build better software, faster.

Start a free trial




(@ github-enterprise-2.8.4 - VMware Workstation = O X

File Edit View VM Tabs Help v | B L ‘ D S| IE

‘@' Home {f’" github-enterprise-2.8.4

Network configuration:
IP address / subnet:
MAC address:
Hostname:
Broadcast:
Gateway address:

DNS nameser

:6D:C1:ED:71:D1 : : :81:DC :9D:1F:5B

it htty 2. 168.187. 14 ) GitHub Enterprise.

cloud-config: Cannot add depen duncu j for unit cloud-config.service, ignoring: Unit
ghe-user-disk . .

ghe-secrets:

ghe-replica- modP

ghe-secrets g

ghe-reconfig

enterprise-manage:

o
-3

=)
sSys
=Y

To direct input to this VM, click inside or press Ctrl+G. =Yg O




# 1ls -al /data/

total 92

drwxr-xr-x 23 root root 4096 Nov 29 12:54 .

drwxr-xr-x 27 root root 4096 Dec 28 19:18 ..
drwxr-xr-x 4 git git 4096 Nov 29 12:54 alambic
drwxr-xr-x 4 babeld babeld 4096 Nov 29 12:53 babeld
drwxr-xr-x 4 git git 4096 Nov 29 12:54 codeload
drwxr-xr-x 2 root root 4096 Nov 29 12:54 db
drwxr-xr-x 2 root root 4096 Nov 29 12:52 enterprise
drwxr-xr-x 4 enterprise-manage enterprise-manage 4096 Nov 29 12:53 enterprise-manage
drwxr-xr-x 4 git git 4096 Nov 29 12:54 failbotd
drwxr-xr-x 3 root root 4096 Nov 29 12:54 git-hooks
drwxr-xr-x 4 git git 4096 Nov 29 12:53 github
drwxr-xr-x 4 git git 4096 Nov 29 12:54 git-import
drwxr-xr-x 4 git git 4096 Nov 29 12:54 gitmon
drwxr-xr-x 4 git git 4096 Nov 29 12:54 gpgverify
drwxr-xr-x 4 git git 4096 Nov 29 12:54 hookshot
drwxr-xr-x 4 root root 4096 Nov 29 12:54 lariat
drwxr-xr-x 4 root root 4096 Nov 29 12:54 longpoll
drwxr-xr-x 4 git git 4096 Nov 29 12:54 mail-replies
drwxr-xr-x 4 git git 4096 Nov 29 12:54 pages
drwxr-xr-x 4 root root 4096 Nov 29 12:54 pages-lua
drwxr-xr-x 4 git git 4096 Nov 29 12:54 render
lrwxrwxrwx 1 root root 23 Nov 29 12:52 repositories ->
/data/user/repositories

drwxr-xr-x 4 git git 4096 Nov 29 12:54 slumlord
drwxr-xr-x 20 root root 4096 Dec 28 19:22 user

Get a shell on the VM



Find what encrypts the files

ruby_concealer.so $ Q

All Maps Videos Images News More Settings Tools

About 429 results (0.42 seconds)

ruby_revealer.sh - GitHub
https://gist.github.com/geoff-codes/02d1e45912253e9ac183 v

#!/usr/bin/sudo sh. ## ruby_revealer.sh -- decrypt obfuscated GHE .rb files. 2.0.0 to 2.3.1+. ## From
“strings ruby_concealer.so':. ##. ## > This obfuscation is ...

ghe-revealer.rb - GitHub
https://gist.github.com/iscgar/e8ea7560c9582e4615fcc439177e22b7 v

revealer.rb -- Deobfuscate GHE .rb files. #. # This is simple: # Every obfuscated file in the GHE VM
contains the following code: #. # > require "ruby_concealer.so ...

How does ruby_concealer.so work! - Issue #694 - holman/ama - GitHub
https://github.com/holman/amal/issues/694 v

Jun 15, 2015 - GitHub is where people build software. More than 27 million people use GitHub to
discover, fork, and contribute to over 80 million projects.

GitHub Enterprise Remote Code Execution - exablue
https://www.exablue.de/.../2017-03-15-github-enterprise-remote-code-execution.html v

Mar 14, 2017 - Turns out that there is a ruby module named ruby_concealer.so that just runs Zlib
:Inflate::inflate on the binary string and then and XORs with ...

Economy of mechanism — The road to your codebase is paved with ...
www.economyofmechanism.com/github-saml v

decrypted_source/'+ARGVI[0] if content.include? "ruby_concealer.so" content.sub! %Q(require
"ruby_concealer.so"\n__ruby_concealer__), " decrypt " plaintext ...

Github enterprise remote code execution vulnerability analysis ...
https://vulners.com/myhack58/MYHACK58:62201784400 v

Mar 17, 2017 - If you have a lot of Green Paper or for your own code very paranoid, then ... is a named
ruby_concealer. so the ruby module, the binary string is ...



glhf . read the writeup



tldr

Find software
Obtain “open source” software (even its enterprise)
Find vulns

o ldentify code patterns
o  Find previous CVEs

Re apply them. Grep 2win
Find an input
o  Collect $$



Kk thats it.

e Readtherest yourselves

http://blog.orange.tw/2017/01/bug-bounty-github-enterprise-sqgl-injection.html

http://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html

https://www.exablue.de/blog/2017-03-15-github-enterprise-remote-code-execution.html

https://www.flickr.com/photos/hivint/


http://blog.orange.tw/2017/01/bug-bounty-github-enterprise-sql-injection.html
http://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html
https://www.exablue.de/blog/2017-03-15-github-enterprise-remote-code-execution.html

